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1. USEFUL TERMS AND INTERPRETATIONS

Term

Description

Allterminology not listed hereunder shall bear the same meaning as in the applicable legislati

Apps

Any programs or software applications used on computers
or mobile devices.

Automatic Calling Machine

A machine that is able to do automated calls without
human intervention.

Consent

The Data Subject's voluntary, specific and informed
expression of will in terms of which permission is given for
the Processing of Personal Information.

Data Discloser

The natural or juristic person Processing the Data Subject’s
Personal Information.

Data Protection Officer

Appointed by the Private Body to carry out his tasks in
compliance with the applicable provisions of POPIA.
See Schedule 2.

Data Receiver

The recipient of the Data Subject’s Personal Information.

Data Subject

Any natural or juristic Person to whom Personal
Informationrelates.

Direct Marketing

Approach aperson either in person by mail or by
electronic communication, for the direct or indire
purpose of promoting or offering any goods or services
the Person

Information Officer (10)
(which in thisPolicy includes the
Deputy Information OfficeBDIO)

The Information Offier is the head of Rrivate Bodys per
section 1of PAIA. PAIA does not provide for private boo
to designate a Deputy Information Officer but SAH
recommends that they do so for efficiency a
convenience.

Information Regulator
3z>XzAKJ°-378

Independent board established through POPIA
empower, enforce and monitor compliance.
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Term

Description

Offline Activities

When Personal Information is provided telephonically,
in person.

Online Activities

« E «2 X3 JN° -« ME @dbsites;,
social media pages.

Off-line Collection

When the Data Subject provides Personal Informati
himself, such as by telephone, in person or through
agent.

Online Collection

Includes data collected via electronic means, such
websites, sociamedia pages and software applicatio
(apps) made available for use ,ar through computers
and mobile devices.

Organisation

This Private Body, as describedsichedule 1

PAIA

Promotion of Access timformation Act, No. 2 of 2000.

Person

A naturalor juristic person.

Personal Information

Information relating to an identifiable, living, natur
person, and where applicable, an identifiable, exist
juristic Person.

Personnel For the purpose of this P & Picludes without limitation,
directors, executives, norexecutives, all permanen
temporary and partime staff, contract workers.

Policy, P & P This POPIRolicy setting out th ~ 8 3 z J warious)
obligations, policies and procedures fdhe lawful
protection and Processing of the dataat it holds

POPIA Protection of Personal Information Act, No. 4 of 2013.

POPIAPolicy ThiszPolicy?

Prescribed Forms

The forms prescribed by POPIA.
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Term

Description

Privacy Policy

The privacy policy adoptedrom time to time by this
Organisationwhich, if applicable, is published on th
websitewww.sondela.conas of policy date

Private Body

This Organisation,sadescribed irfschedule 1

Process, Processed, Processing

Any operation or activitgr any set of operations, whethe
or not by automatic means, concerning Perso
Information, including without Ilimitation collecting
storing, sharing, updating, destroying.

PublicRecord

ARecordthat is accessible in the public domain and wh
is in the possession of, or under the control of a pul
body, whether or not it was created by that public body

Record

AnyRecoreed information regardless of the format, whig
is in the custody of tis OrganisationA requestedrecord
refers to aRecordthatisinth = 8 3 z J posses3iér
regardless of whetheit created theRecord

Responsible Party

A public omprivate bodyor any other person which, alon
or in conjunction with others, determines the purpose
and means of Processing Personal Information.

Requester The natural or juristic person requesting access
information. A Requester also refers to tRersonmaking
a request on behalf of somebody else.

SAHRC South African Human Rights Commission.

Services Any of the services th Organisatiomprovides its clients ir

the course of its legitimate business dealings with then

Special Personal Information

Personal Information as listed i&chedule5 of the
83 zJ« PAARManualZ "’

Subscriber

Any person who is party to a contract with the provider of
publicly available electronic communication services for
the supply of such services.
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2. PURPOSE, LEGAL BASIS, SCOPE AND AVAILABILITY OF THISP & P

2.1. Purpose

This POPIAPolicyP & Phas been compiled in accordance with the provisions of
POPIAN orderto:

2.1.1. Provide clear guidelines on this Organisation’s compliance policies and
procedures regarding the appropriate use, controls and protection of
Personal Information in its custody, thereby meeting its legal obligations
in accordance with POPIA and protecting the Organisation from the
compliance risks associated with the protection of Personal Information,
including breaches of confidentiality, failing to offer choice and
reputational damage;

2.1.2. Provide the information needed for the lawful Processing of Personal
Information by this Organisation, its Personnel, and/or its representatives,
and to balance the protection of a Data Subject’s rights with the legitimate
business needs of the Organisation;

2.1.3. Provide for the safeguarding and confidentiality of the Personal
Information it holds, through appropriate training and regular
assessments/revisions of the guidelines contained herein, in order to
ensure they remain current and relevant;

2.1.4. Set out the Data Subject’s rights in accordance with POPIA.
2.2. Legal Basis:

2.2.1. Protection of Personal Information Act, No. 4 of 2013;
2.2.2. Promotion of Access to Information Act, No. 2 of 2000;
2.2.3. Organisation policy decision.

2.2.4. Should any provision in this Policy contradict PAIA, POPIA or other relevant
legislation, then the provisions of PAIA, POPIA or other relevant legislation
shall apply.

2.3. Scope

2.3.1. This Policy applies to all Personnel of this Organisation, which for the
purpose hereof shall include, without limitation:

2.3.1.1.  it’s governing body, officials, members;

2.3.1.2. all business units, divisions and affiliated entities, where
applicable;

2.3.1.3.  all staff and volunteers (permanent, temporary or part-time) of
the Organisation;
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2.3.2.

2.3.3.

2.3.4.

2.3.5.

2.3.6.

2.3.7.

2.3.8.

2.3.1.4. independent contractors of the Organisation, who work on or
off the premises, or who have access to the Organisation’s
data; and

2.3.1.5. students/learners/interns, where applicable.

All parties, as set out in clause 2.3.1 above, who are granted the privilege
of access to Personal Information or who may, in the course of their duties,
come across Personal Information, must adhere to the prescribed
guidelines for the appropriate use thereof, and are required to fully
understand and comply with the Organisation’s policies for the protection
of Personal Information, as set out herein.

The scope, type and purpose of the collection, Processing and/or use of
Personal Information undertaken by Personnel for the Organisation are
specified herein.

The provisions of POPIA and PAIA shall be applied when considering any
request for access to Record;

It is specifically noted that a Requester’s right to access is not absolute. As
such, no provision contained in this Policy shall be deemed to create a right
or expectation to be granted access to any Record or Personal Information,
other than Personal Information of the Requester himself;

The provisions of this Policy shall apply to the collection and Processing of
all Personal Information, whether such collection and Processing takes
place on-site, off-site, online or off-line.

Compliance with the provisions of POPIA is activated in any situation
where there is: The Processing.. of Personal Information.. entered into a
Record.. by or for a Responsible Party.. who is domiciled in South Africa.

The provisions of POPIA do not apply where processing of Personal
Information:

2.3.8.1. Is in the course of personal or household activities; or

2.3.8.2. Where Personal Information has been de-identified.

2.4,  Availability

This Policy is available for viewing at:

24.1.
24.2.
243.

The office of the Information Officer; or
The office of the Organisation’s HR manager; or

Online on the Organisation’s internal network folders

as may be applicable to this Organisation.
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3. INTRODUCTION

3.1.  The Act/POPIA

3.1.1. The Constitution of the Republic of South Africa provides that everyone
has the right to privacy, which right includes a right to protection against
the unlawful collection, retention, dissemination and use of their Personal
Information.

3.1.2. The Protection of Personal Information Act, No. 4 of 2013, seeks to:

3.1.2.1.  Prescribe justifiable limitations aimed at balancing two
competing interests:

(a) apersorZ «T A& TAJK N- «y Whictt Ao - «
requires thatPersonal Informatiobe protected; and

(b) the need tohave access to, and tBrocess Personal
Informationfor legitimate purposes, including the purpose
of doing business

3.1.2.2.  Regulate the manner in which Personal Information may be
Processed, by establishing conditions that prescribe the
minimum threshold requirements for lawful Processing;

3.1.2.3.  Establish voluntary and compulsory measures, including the
establishment of an Information Regulator, to enforce and fulfil
the rights protected by POPIA.

3.2.  This Policy

3.2.1. This Policy sets out the framework for this Organisation’s compliance with
POPIA in order to:

3.2.1.1. provide for the fair and transparent Processing of the Personal
Information of Data Subjects, whether natural or juristic
Persons, during the course of carrying out the Organisation's
legitimate business dealings with them, and/or any statutory
requirements;

3.2.1.2. follow the provisions of POPIA at all relevant times and to
Process Personal Information lawfully and reasonably, so as
not to infringe unnecessarily on the privacy of its Clients and
other Data Subjects;

3.2.1.3. Process Personal Information only for the purpose for which it
is intended, to enable the Organisation to carry out its
contractual obligations and do its work efficiently and
professionally;
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3.2.2.

3.2.3.

3.2.4.

3.2.5.

3.2.1.4. establish reasonable controls for protecting information and
information systems against theft, abuse and other forms of
harm or loss, thereby minimizing the risk of security incidents;

3.2.1.5. employ appropriate and reasonable security measures to
prevent both unlawful access and the loss/damage of Personal
Information;

3.2.1.6.  set out the Organisation’s policies and procedures in the event
of any major security incident;

3.2.1.7. mitigate compliance risks associated with the protection of
Personal Information, including breaches of confidentiality,
failure to offer choice and reputational/financial damage.

This Policy is to be read and interpreted in conjunction with:
3.2.2.1. Protection of Personal Information Act, No. 4 of 2013
3.2.2.2. Promotion of Access to Information Act, No. 2 of 2000

This Policy aims to direct best practice and compliance with the provisions
of POPIA and as such, is intended for informative and operational purposes
only.

If for any reason, any provision of this Policy is found incorrect or
inaccurate, that provision shall be applied as far as reasonably possible in
order to affect the intent reflected therein, and the remainder of the Policy
shall continue to be in effect.

The section titles used in this Policy are purely for convenience and carry
no legal or contractual effect. Unless the context otherwise clearly
indicates, words used in the singular include the plural and vice versa, and
any reference to the masculine shall include the feminine and other
genders.

4. DETAILS OF THE ORGANISATION

4.1.  Details of this Organisation are provided in Schedule 1.

4.2, Details of the Head of the Organisation/IQ, its DIO and its Data Protection Officer are
provided in Schedule 2.

4.3,  Any further information, including details of other members and/or officials, may be

requested from the CIPC.
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5. INFORMATION REGULATOR

Department of Justice Information Regulator

Postal Address

P O Box 31533, Braamfontein,
Johannesburg, 2017

Physical Address

JD House, 27 Stiemens Street,
Braamfontein, Johannesburg, 2001

Telephone Number +27 (0) 10023 5200

Fax Number

Email Addresses

General Enquiries:

enquiries@inforequlator.org.za

Complaints:

POPIAComplaints@inforequlator.org.z4

Website

www.inforegulator.org.za

6. INFORMATION OFFICER: DUTIES & RESPONSIBILITIES

6.1.

6.2.

POPIA stipulates that the Organisation’s Information Officer/s:

6.1.1.
6.1.2.

6.1.3.

must be employees of the Organisation;

must be registered with the Regulator prior to taking up their
responsibilities; and

may designate as many Deputy Information Officers (DIOs) as are
necessary to perform the tasks set out herein. Such designation shall be
done by the completion of the prescribed form, Schedule 3 of this Policy.

The general responsibilities of the 10 as set out in POPIA, are:

6.2.1.

6.2.2,

6.2.3.
6.2.4,

encourage compliance with the conditions for lawful processing of
Personal Information;

deal with requests made pursuant to POPIA (for instance, requests from
Data Subjects or the Regulator);

work with the Regulator in relation to investigations;

otherwise ensure the Organisation’s compliance with the provisions of
POPIA;
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6.2.5.

remain current (i.e., keep an eye on the Regulator’s website) and keep the
Organisation’s governing body updated on its information protection
responsibilities under POPIA and any amendments thereto;

6.3. In addition to the above, Regulation 4 of POPIA lists the following prescribed

responsibilities:

6.3.1.

6.3.2.

6.3.3.

6.3.4.

6.3.5.

6.3.6.

Compliance framework: Develop and implement a compliance framework
and ensure it is monitored and maintained over time (this could be
captured in a privacy charter or framework document that outlines who is
responsible for what and which policies apply).

Personal Information Impact Assessment (“PIIA”): Conduct a PIIA to
ensure that adequate measures and standards exist in order to comply
with the conditions for the lawful processing of Personal Information (as
defined in Chapter 3 of POPIA);

POPIA Policy: Ensure that the Organisation has a POPIA Policy and that:

6.3.3.1. it is monitored, maintained and made available as prescribed
by PAIA;

6.3.3.2.  copies of the Policy are provided to anyone who asks for it (the
Regulator may determine in future that a fee must be paid for
this).

Data Subject Participation: Enable participation by developing measures
and adequate systems to process requests for Personal Information, or
access thereto;

Awareness Training: Conduct internal awareness sessions regarding:
6.3.5.1.  the provisions of POPIA;

6.3.5.2.  theregulations made in terms of POPIA;

6.3.5.3. codes of conduct; or

6.3.5.4. other information obtained from the Regulator (this will need
to be ongoing as the Regulator provides updates, guidelines,
new regulations, or as new codes of conduct become
enforceable).

On a day-to-day basis the 10 may:

6.3.6.1. make recommendations and raise concerns where
appropriate;

6.3.6.2. document information processing procedures;

6.3.6.3. evaluate and further develop data protection and security
policies;

6.3.6.4. suggest, select and implement technical security measures;
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6.3.6.5.  draft, approve and implement forms and contracts appropriate
for data protection, including contracts entered into with
operators, Personnel and other third parties which may have
an impact on the Personal Information held by the
Organisation;

6.3.6.6. select employees, service providers and others to be involved
in the processing of Personal Information;

6.3.6.7. monitor data privacy and security measures as well as the
proper use of data processing programs;

6.3.6.8.  handle complaints relating to Personal Information;

6.3.6.9. prepare, submit and maintain notifications to the Regulator;
and

6.3.6.10. Personnel training.
6.3.7. The DIO/s will assist the 10 in performing these duties.

6.3.8. The 10 and DIO/s must familiarise themselves with the Guidance Note for

Information Officers published by the Information Regulator on 1 April
2021.

7. DATA PROTECTION OFFICER: DUTIES & RESPONSIBILITIES

Ths8 3 z J « DakeProtectiah Offiaeshall be responsible for

7.1.

7.2.

7.3.

7.4.

7.5.
7.6.

7.7.

7.8.

Ensuring that the Organisation’s infrastructure, filing systems and any other devices
used for processing Personal Information meet acceptable security safeguards.

Ensuring that all electronically held Personal Information is kept only on designated
drives and servers and uploaded only to approved cloud computing services.

Ensuring that servers containing Personal Information are sited in a secure location,
away from the general office space.

Ensuring that all back-ups containing Personal Information are reasonably protected
from unauthorised access, accidental deletion or malicious hacking attempts.

Ensuring that Personal Information being transferred electronically is encrypted.

Ensuring that all servers and computers containing Personal Information are
protected by a firewall and the latest security software.

Performing regular IT audits to ensure that the security of the Organisation's
hardware and software systems are functioning properly.

Performing regular IT audits to verify whether electronically stored Personal
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Information has been accessed or acquired by any unauthorised persons.

7.9.  Performing a due diligence review prior to contracting with operators or any other
third-party service providers to process Personal Information on the Organisation’s
behalf, such as cloud computing services.

8. PERSONNEL AND THIRD PARTIES: DUTIES & RESPONSIBILITIES

8.1. Personnel and third parties acting on behalf of the Organisation will, or might, gain
access to, or otherwise become acquainted with the Personal Information of Data
Subjects such as, without limitation, clients, suppliers and other Personnel.

8.2.  All such Personnel and other persons or entities contracted by or acting on behalf of
the Organisation, are therefore required to:

8.2.1. handle Personal Information in accordance with the POPIA provisions for
lawful Processing and this Policy;

8.2.2. obtain specific and informed consent prior to collecting or otherwise
Processing any Personal Information, except in instances where consent is
exempted - see clause 14.

8.2.3. keep all Personal Information they come into contact with secure and take
sensible precautions by following the guidelines of this Policy, including;

8.2.3.1. holding Personal Information in as few places as possible;

8.2.3.2. not creating any unnecessary additional Records, filing systems
or sets of data;

8.2.3.3. requesting the assistance of the IT manager with the secure
sending or sharing of Personal Information to authorised third
parties;

8.2.3.4. ensuring that all computers, laptops and devices such as
tablets, flash drives and smartphones that store Personal
Information are password protected, and that passwords are
changed regularly and not shared with unauthorised persons;

8.2.3.5.  ensuringthat computer screens and other devices are switched
off or locked when not in use;

8.2.3.6. where Personal Information is stored on paper, ensure that
these hard copy Records:

(a) are keptin a secure place, such as a locked drawer or filing
cabinet;

(b) not left unattended where unauthorised individuals may
see or copy them, such as close to the printer.
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8.2.4. Take reasonable steps to ensure that Personal Information:

8.2.4.1. is accurate and up to date, such as, for example, confirming
contact details during a phone call or via email; and

8.2.4.2. s stored only for as long as is needed or required in terms of
the purpose for which it was originally collected, or relevant
statutory requirement;

8.2.4.3. isdeleted or destroyed in the appropriate manner, should it no
longer be required, with authorisation first being obtained
from the relevant line manager or 10.

8.2.5. Undergo POPIA awareness training from time to time.

8.2.6. Immediately report to the 10 or DIO, any security breach such as
unauthorised access, interference, modification, destruction or the
unapproved disclosure of Personal Information, as soon becoming aware
or suspicious thereof.

9. WHAT PERSONAL INFORMATION DO WE PROCESS?

9.1. Personal Information is collected and otherwise Processed in order to support the
Organisation’s contractual relationship with the Data Subjects, which includes
providing access to the Organisation’s services or products, improving its offerings,
as well as for other purposes set out herein.

9.2. Non-personal (or aggregated) information may also be collected about Data
Subjects, such as the type of internet browsers they use, the products or services
they are interested in, etc. Data Subjects cannot be identified from this type of
information, which will only be wused to assist us in improving our
services/offerings/website, as may be applicable.

9.3. Information is only collected for a specific need and the type of information collected
depends on the purpose for which it is collected and processed. Categories and types
of Personal Information collected and processed by this Organisation are set out in
Schedule 5 of the Organisation’s PAIA Manual.

10. CONDITIONS FOR LAWFUL PROCESSING

POPIA provides 8 conditions for the lawful Processing of Personal Information by or for a
Responsible Party, which conditions the Organisation will need to apply in order to remain
compliant.

10.1. Accountability (Section 8):

10.1.1. The Organisation, alone or in conjunction with others, determines the
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purpose and means of Processing the Personal Information it holds and
needs to ensure that the conditions set out in this clause 10, and all the
measures that give effect thereto, are complied with at the time that the
purpose and means of Processing is determined, as well as during the
Processing itself.

10.1.2. Asthe Responsible Party, the Organisation remains ultimately accountable
for ensuring that POPIA is complied with by both itself and all
operators/third-party service providers providing services to it.

10.1.3. The outsourcing or sub-contracting of any Processing activities to
operators does not absolve a Responsible Party from liability. The
Organisation must therefore ensure that all Personnel are bound by
appropriate and legally binding policies and obligations relating to
confidentiality and non-usage of Personal Information of other Personnel,
Clients or third parties to which they are exposed.

10.1.4. Appropriate sanctions, which may include disciplinary action, against any
Personnel who through their intentional or negligent actions and/or
omissions, fail to comply with the principles and responsibilities contained
herein, are outlined in this Policy at clause 20.

10.2. Processing Limitation (Sections 9-12):

10.2.1. Lawfulness of Processing
Personal Information must be Processed:
10.2.1.1. lawfully; and

10.2.1.2. in a reasonable manner that does not infringe the privacy of
the Data Subject.

10.2.2.  Minimality

Personal Informatiommay only beProcessedf, given the purpose for
which it iscollected it is:

10.2.2.1. adequate;
10.2.2.2. relevant; and
10.2.2.3. not excessive.
10.2.3. Consent, Justification and Objection
10.2.3.1. Personal Information may only be Processed if:

(a) the Data Subjecfor a competeniperson where theData
Subjectis a child) consestto the Processing

(b) Processingis necessary to carry out actions for the
conclusion or performance of a contract to which thata
Subjects party;
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(c) Processingomplies with an obligation imposed by law on
the Responsible Party

(d) Processingprotects a legitimate interest of theData
Subject

(e) Processings necessary for the proper performance of a
public law duty by a public body; or

(f) Processingis necessary for pursuing the legitimate
interests of theResponsible Partgr of a third party to
whom the information is supplied.

10.2.3.2. The Organisation, as the Responsible Party, bears the burden
of proof regarding the Data Subject’s, or competent Person'’s,
consent.

10.2.3.3. The Data Subject or competent Person may withdraw his
consent at any time:

(a) provided that the lawfulness of thdé’rocessingof the
Persmal Information before such withdrawal, or the
Processingf the Personal Informatiorn terms of POPIA
will not be affected

10.2.3.4. In accordance with POPIA, a Data Subject may at any time
object to the Processing of his Personal Information:

(a) inthe prescribed mnner(seeScheduled);

(b) on reasonable grounds relating to his particular situation,
unless legislation provides for suBhocessingor

(c) for purposes of direct marketingother than direct
marketing by means of unsolicited electronic
communicationsas allowed byOPIA

10.2.3.5. N.B: An objection to the Processing of Personal Information
may, however, result in the Organisation not being able to
discharge the duties or obligations for which it holds such
Personal Information.

10.2.3.6. The Organisation may no longer Process Personal Information,
if the Data Subject has objected to the Processing of the
Personal Information in terms of POPIA.

10.2.4. Collection Directly from Data Subject

10.2.4.1. Personal Information must be collected directly from the Data
Subject, except as otherwise provided in the Act.

10.2.4.2. ltis not necessary to comply with this provision, if:
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(a) the information is contained in, or derived from, a public
Recordor has deliberately been made public by thata
Subject

(b) the Data Subjegtor a competenPersonwhere theData
Swbject is a child, has consented to the collection of the
information from another source;

(c) collection of the information from another source would
not prejudice a legitimate interest of theata Subject

10.2.4.3. Collection of the information from another source is necessary:

(a) to avoid prejudice to the maintenance of the law by any
public body, including the prevention, detection,
investigation, prosecution and punishment of offences;

(b) to comply with an obligation imposed by law or to enforce
any SARS regulation;

(c) forthe conduct of proceedings in any court or tribunal that
have commenced or are reasonably contemplated;

(d) inthe interest of national security; or

(e) to maintain the legitimate interests of th@rganisatioror
of a third party to whom the information is supptig

10.2.4.4. Compliance would prejudice a lawful purpose of the collection;
or

10.2.4.5. Compliance is not reasonably practicable in the circumstances
of the particular case.

10.3. Purpose Specification (Sections 13-14):

10.3.1.  Collection for specific purpose

10.3.1.1. Personal Information must be collected for a specific, explicitly
defined and lawful purpose related to a function or activity of
the Organisation;

10.3.1.2. Steps must be taken to ensure that the Data Subject is aware
of the purpose for collection of the information, unless other
provisions are applicable, and the consequences of failure to
provide the information, if any.

10.3.2. Retention and Restriction of Records

10.3.2.1. Records of Personal Information must not be retained any
longer than is necessary for achieving the purpose for which
the information was collected or subsequently Processed,
unless:
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(a) retention of theRecords required or authorized by law;

(b) the Responsible Partyeasonably requires th&ecordfor
lawful purposes related to its functions or activities;

(c) retention of theRecords required bya contract between
the parties thereto; or

(d) the Data Subject or a competent person, where the Data
Subject is a child, has consented to the retention of the
Record

10.3.2.2. Records of Personal Information may be retained for longer
periods for historical, statistical or research purposes if the
Organisation has established appropriate safeguards against
the Records being used for any other purposes.

10.3.2.3. If the Organisation has used a Record of Personal Information
of a Data Subject to make a decision about the Data Subject, it
must:

(a) retain the Recordfor such period as may be required, or
prescribed by law or a code of conduct; or

(b) if there is no law or code of conduct prescribing a retention
period, retain theRecordfor a period which will allow the
Data SQubject a reasonable opportunity, taking all
considerations relating to the use of th&ersonal
Informationinto account, to request access to tRecord

10.3.2.4. The Organisation must destroy, delete or de-identify a Record
of Personal Information as soon as reasonably practicable after
it is no longer authorised to retain the Record.

10.3.2.5. The destruction, deletion or de-identifying of a Record of
Personal Information must be done in a manner that prevents
its reconstruction in an intelligible form.

10.3.2.6. Each department within the Organisation is responsible for:

(a) attending to the safe destruction of its documents, which
must be done on a regular basis;

(b) checking the files in order to ensure that they may be
destroyed and to checkhat there are no important
original documents in the file;

(c) returning original documents to the holder thereof, failing
which they should be retained pending such return.

10.3.2.7. The Organisation must restrict Processing of Personal
Information, if:
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(a) its accuracys contested by the Data Subject, for a period
enabling the Organisation to verify the accuracy of the
information;

(b) the Organisation no longer needs the Personal
Information for achieving the purpose for which the
information was collected, or subsequenByocessed, but
it has to be maintained for purposes of proof;

(c) the Processings unlawful and theData SQubject opposes
its destruction or deletion and requests the restriction of
its use instead; or

(d) the Data Subject requests to transmit the personal data
into another automated?rocessingystem

10.3.2.8. Such restricted Personal Information may, with the exception
of storage, only be Processed:

(a) for purposes of proof;

b)) w ©] ©°| X &J°J ?2AMaXN°Z" N-«~

(c}) with the consent of a competent person in respect of a
child;

(d) for the protection of the rights of another natural or
juristic Person; or

(e) if suchProcessings in the public interest.

10.3.2.9. In certain circumstances, where processing of Personal
Information is restricted, the Organisation must inform the
Data Subject before lifting the restriction on processing.

10.4. Further Processing Limitation (Section 15):

10.4.1. Further Processing of Personal Information must be in accordance or
compatible with, the purpose for which it was first collected.

10.4.2. To assess whether further Processing is compatible with the purpose of
collection, the Organisation must take account of:

10.4.2.1. the relationship between the purpose of the intended further
Processing and the purpose for which the information has been
collected;

10.4.2.2. the nature of the information concerned;

10.4.2.3. the consequences of the intended further Processing for the
Data Subject;

10.4.2.4. the manner in which the information has been collected; and

X «
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10.4.2.5. any contractual rights and obligations between the parties.

10.4.3. The further Processing of Personal Information is not incompatible with
the purpose of collection, if:

10.4.3.1. the Data Subject, or a competent person where the Data
Subject is a child, has consented to the further Processing of
the information;

10.4.3.2. the information is available in or derived from a public Record,
or has deliberately been made public by the Data Subject;

10.4.3.3. further Processing is necessary:

(a) to avoid prejudice to the maintenance of the law by any
public body including the prevention, detection,
investigation, prosecution and punishment of offences;

(b) to comply with an obligation imposed by law or to enforce
legislation concerning the collection of revenue as defined
in the South African Revenue Service Act, No. 34 of 1997;

(c) forthe conduct of proceedings in any court or tribunal that
have commenced or are reasonably contemplated; or

(d) in the interests of national security

10.4.4. the further Processing of the information is necessary to prevent or
mitigate a serious and imminent threat to:

10.4.4.1. public health or public safety; or
10.4.4.2. the life or health of the Data Subject or another individual;

10.4.5. the information is used for historical, statistical or research purposes and
the Organisation ensures that the further Processing is carried out solely
for such purposes and will not be published in an identifiable form; or

10.4.6. the further Processing of the information is in accordance with an
exemption granted under the terms of POPIA.

10.5. Information Quality (Section 16):

10.5.1. The Organisation must take reasonably practicable steps to ensure that the
Personal Information is:

10.5.1.1. Complete;

10.5.1.2. Accurate;

10.5.1.3. Not misleading; and
10.5.1.4. Updated where necessary
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10.5.2. In taking the steps referred to above, the Organisation must have regard
to the purpose for which Personal Information is collected or further
Processed.

10.6. Openness (Sections 17-18):

10.6.1. Documentation:

10.6.1.1. The Organisation must maintain the documentation of all
Processing operations under its responsibility, as per the
provisions of PAIA,

10.6.2. Notification to the Data Subject when collecting Personal Information, of:

10.6.2.1. The information being collected, and where the information is
not collected from the Data Subject, the source from which it
is collected;

10.6.2.2. The name and address of the Organisation;
10.6.2.3. The purpose for which the information is being collected;

10.6.2.4. Whether or not the supply of the information by that Data
Subject is voluntary or mandatory;

10.6.2.5. The consequences of failure to provide the information;

10.6.2.6. Any particular law authorising or requiring the collection of the
information;

10.6.2.7. The fact that, where applicable, the Organisation intends to
transfer the information to a third country or international
organisation, and the level of protection afforded to the
information by that third country or international organisation;

10.6.2.8. Any further information such as the:

(a) recipient/category of recipients of the information;
(b) nature/category of the informatio;

(c}) existence of the right of access,@nd the right to rectify
the information collected;

(d) existence of the right to object to the Processing of
Personal Informationand

(e} right to lodge a complaint with the Regulator and the
necessary information and pecedurefor such complaint

10.6.3. The steps referred to above must be taken:

10.6.3.1. Before the information is collected, if the Personal Information
is collected directly from the Data Subject, unless the Data
Subject is already aware of the information referred to above;

POPIA MANUAL: POLICY & PROCEDURE - ADINVALE (PTY) LTD Page21 of 58



or

10.6.3.2. In any other case, before the information is collected, or as
soon as is reasonably practicable after it has been collected.

10.6.4. Where the Organisation has previously taken the notification steps as
referred to above, it will be deemed to comply with these provisions in
subsequent collections of the same information, or information of the
same kind, from the Data Subject, if the purpose for collection remains the
same.

10.6.5. It is not necessary for the Organisation to comply with notification as
provided above, if:

10.6.5.1. The Data Subject, or a competent person where the Data
Subject is a child, has provided consent for the non-
compliance;

10.6.5.2. Non-compliance would not prejudice the legitimate interests
of the Data Subject as set out in terms of the Act.

10.6.5.3. Non-compliance is necessary:

(a) to avoid prejudice to the maintenance of the law by any
public body, including the prevention, detection,
investigation, prosecution and punishment of offences;

(b) to comply with an obligation imposed by law or to enforce
legislation concerninghe collection of revenue by SARS;

(c}) forthe conduct of proceedings in any court or tribunal that
have been commenced or are reasonably contemplated;
or

(d) in the interests of national security.

10.6.5.4. Compliance would prejudice a lawful purpose for the
collection;

10.6.5.5. Compliance is not reasonably practicable in the circumstances
of the particular case; or

10.6.5.6. The information will:

(a) not be used in a form in which the Data Subject may be
identified; or

(b) be used for historical, statistical or research purposes.
10.7. Security Safeguards (Sections 19-22):

10.7.1.  Security Measures: Integrity and Confidentiality of Personal Information:
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10.7.1.1. The Organisation is required to secure the integrity and
confidentiality of Personal Information in its possession or
under its control by taking appropriate and reasonable
technical and organisational measures to prevent:

(a) Loss of, damage to, or unauthorised destruction of
Personal Informationand

(b) Unlawful access to, or processing@érsonal Information

10.7.1.2. Inorder to give effect to this, the Organisation takes reasonably
practicable measures, commensurate with the type of Records
it holds, to:

(a) identify all reasonably foreseeable internal and external
risks toPersonal Informatiomn its possession or under its
control;

(b) establish and maintain appropriate safegusiagainst the
risks identified;

(c) regularly verify that the safeguards are effectively
implemented; and

(d) ensure that the safeguards are continually updated in
response to new risksor deficiencies in previously
implemented safeguards.

10.7.1.3. The Organisation is further required to have due regard to
generally accepted information security practices and
procedures which may apply to it generally, or be required in
terms of specific industry or professional rules and regulations.

10.7.2. Information Processed by an operator or person acting under authority:

10.7.2.1. An operator or anyone Processing Personal Information on
behalf of the Organisation or an operator, must:

(a) process such information only with the knowledge or
authorisation of theOrganisationand

(b) treat Personal Information which comes to their
knowledge as confidentighnd not disclose jt

unless required by law, or in the course of the proper
performance of their duties.

10.7.2.2. Where an operator Processes Personal Information for this
Organisation, the Organisation must, in terms of a written
contract between itself and the operator, ensure that the
operator establishes and maintains the necessary security
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measures as prescribed in POPIA.

10.7.2.3. The operator must notify the Organisation immediately where
there are reasonable grounds to believe that the Personal
Information of a Data Subject has been accessed or acquired
by any unauthorized person.

10.7.3. Notification of security compromises:

10.7.3.1. Where there are reasonable grounds to believe that the
Personal Information of a Data Subject has been accessed or
acquired by any unauthorised person, the Organisation must
notify:

(a) the Regulator; and

(b) the Data Subject, unless the identity of such Data Subject
cannot be established.

10.7.3.2. Notification must be made as soon as reasonably possible after
the discovery of the compromise, taking into account the
legitimate needs of law enforcement or any measures
reasonably necessary to determine the scope of the
compromise and to restore the integrity of the Organisation’s
information system.

10.7.3.3. The Organisation may only delay notifying the Data Subject if a
public body responsible for the prevention, detection or
investigation of offences, or the Regulator, determines that
notification will impede a criminal investigation by the Data
Subject concerned.

10.7.3.4. Notification to a Data Subject must be in writing and
communicated to the Data Subject in at least one of the
following ways:

(a) mailed to theDataSA Mz X Ntkndwn phgsical or postal

address;

(b) sent by email to the Data SA Ma X N° Z~  #nail ©
address;

(c) placed in a prominent position on th8 3 z J « ~ J°

website if applicable
(d) published in the news media; or
(e) as may be directed by the Regulator.

10.7.3.5. Notification must provide sufficient information to allow the
Data Subject to take protective measures against the potential
consequences of the compromise, including:
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(a) a description of the possible consequences of the security
compromise;

(b) a description of the measures that the Organisation
intends to take or has taken to address the security
compromise;

(c) a recommendation with regard to the measures to be
taken by the Data Subject to mitigate the possible adverse
effects of the security compromise; and

(d) if known to the Organisation, the identity of the
unauthorised person who may have accessed or acquired
the Personal Information.

10.7.3.6. The Regulator may direct the Organisation to publicise, in any
manner specified, the fact of any compromise to the integrity
or confidentiality of Personal Information, if the Regulator has
reasonable grounds to believe that such publicity would
protect a Data Subject who may be affected by the
compromise.

10.7.4. This Organisation implements the following security safeguards:

10.7.4.1. The Organisation employs the latest technology to ensure the
confidentiality, integrity and availability of its information
assets, which includes the Personal Information under its care.
These measures include:

(a) firewalls;

(b) secure configuration of all devices and software which
make up the IT infrastructure;

(c) logical and physical access controls;

(d) virus and malware protection;

(e) patch management to keep software up to date;
(f) disaster recovery and baelp policy.

10.7.4.2. Service Providers who process Personal Information on behalf
of this Organisation are bound by agreement to implement
similar information security controls as those employed by the
Organisation.

10.7.4.3. Vulnerability assessments are to be carried out at least on an
annual basis.

10.7.4.4. Personnel are to be trained to carry out their duties in
compliance with POPIA.
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10.7.4.5.

10.7.4.6.

10.7.4.7.

10.7.4.8.

10.7.4.9.

10.7.4.10.

Employment contracts for Personnel whose duty it is to process
Personal Information, or who may gain access to or become
acquainted with Personal Information, must include an
obligation on such Personnel to:

(a) maintain the prescribed security measures;

(b) maintain full confidentiality in respect of the affairs and/or
Personal Information of Data Subjects that they may
encounterin the course of the day to day business of the
Organisation which confidentiality shall exceed their
employment period;

(c) notify their DIO/manager/supervisor immediately if there
are reasonable grounds to believe that tHeersonal
Information of a Data Subject has been accessed or
acquired by any unauthorised person;

This Organisation reserves the right to monitor user activities,
including phone and internet records, for compliance with
information security principles.

The Processing of the Personal Information of Personnel must
take place in accordance with the rules contained in the
relevant labour legislation.

The digital work profiles and privileges of Personnel who have
left our employ must be properly terminated.

The Personal Information of clients and Personnel must be
destroyed timeously in a manner that de-identifies the Person.

These security safeguards must be assessed on a regular basis
to ensure effective implementation, and must be continually
updated in response to new risks or deficiencies.

10.8. Data Subject Participation (Sections 23-25):

10.8.1. Correction of Personal Information:

10.8.1.1.

A Data Subject may, in the prescribed manner (see
Schedule 5), request the Organisation to:

(a) correct or deletePersonal Informationabout the Data
Qubject in its possessiomr under its control that is
inaccurate, irrelevant, excessive, out of date, incomplete,
misleading or obtained unlawfully; or

(b) destroy or delete &Recordof Personal Informatiorabout
the Data Subject that the Organisationis no longer
authorised to retain
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10.8.1.2. Onreceipt of arequest from the Data Subject, the Organisation
must, as soon as reasonably practicable:

(a) correct the information;

(b) destroy or delete the information;

(c) provide theData Subject, to his satisfaction, with credible
evidence in support of theaformation being held or

(d) where agreement cannot be reached between the
Organisation and the Data Subject, and if the Data Subject
so requests, take such steps as are reasonable in the
circumstances, to attach to the information (in such a
manner that it will always be read with the information)
an indication that a correction of the information has been
requested but has not been made.

10.8.1.3. If the Organisation has taken steps as requested that result in
a change to the information and the changed information has
an impact on decisions that have been/will be taken in respect
of the Data Subject, the Organisation must, if reasonably
practicable, inform each person, body or Responsible Party to
whom the Personal Information has been disclosed, of those

steps.

10.8.1.4. The Organisation must notify the Data Subject of the action
taken following such request.

10.8.2. Access to Personal Information:

10.8.2.1. A Data Subject, having provided adequate proof of identity, has
the right to:

(a) request the Organisationto confirm, free of charge,
whether or not the Organisation holds Personal
Informationabout theData Subject; and

(b) request fromthe Organisationthe Recordor a description
of the Personal Informatiorabout the Data Subject held
by the Organisation including information about the
identity of any third parties, or categories of third parties,
who have, or have had, access to the information:

T

T
T
1

within a reasonable time;

at a prescribed fee, if any;

in a reasonable manner and format; and
in a form that is generally understandable.
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10.8.2.2. If, in response to a request for access, Personal Information is
communicated to a Data Subject, the Data Subject must be
advised of his right to request the correction of such
information.

10.8.2.3. If a Data Subject is required by the Organisation to pay a fee for
services provided to the Data Subject in response to a request,
the Organisation:

(a) must give theRequestera written estimate of the fee
before providing the services; and

(b) may require theRequesterto pay a deposit for all or part
of the fee.

10.8.2.4. N.B: The Organisation may or must, as the case may be, refuse
to disclose any requested information for which there are
grounds for refusal of access to Records as set out in PAIA.

10.8.2.5. Provisions for access to health or other Records, are as set out
in PAIA,

10.8.2.6. If a request for access to Personal Information is made to this
Organisation and part of that information may or must be
refused in terms of POPIA, every other part must be disclosed.

10.8.3. Manner of Access:

10.8.3.1. The provisions of sections 18 and 53 of PAIA apply to requests
made in terms of POPIA.

10.8.3.2. The Organisation’s PAIA Policy containing full details of the
regulations and procedures pertaining to the Data Subject’s
right to access Personal Information, can be viewed at the
offices of the Information Officer, or the HR Manager.

10.8.3.3. Further information for Requesting Access to Personal
Information can be found at clause 17 herein.

11. RIGHTS OF DATA SUBJECT

11.1. A Data Subject has the right to have his Personal Information Processed in
accordance with the conditions for the lawful Processing of Personal Information,
including the right:

11.1.1. to be notified that:
11.1.1.1. Personal Information about him is being collected; or

11.1.1.2. his Personal Information has been accessed or acquired by an
unauthorised person;
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11.1.2.

11.1.8.

11.1.4.

11.1.5.

11.1.6.

to establish whether the Organisation holds Personal Information about
him and to request access to his Personal Information;

to request, where necessary, the correction, destruction or deletion of his
Personal Information;

to object, on reasonable grounds relating to his particular situation, to the
Processing of his Personal Information (see Schedule 4);

to object to the Processing of his Personal Information:
11.1.5.1. at any time for purposes of direct marketing; or

11.1.5.2. either at the time the information was collected or on the
occasion of each marketing communication with him, if he did
not initially refuse such use.
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